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Excerpt: . .. 13 Taskforce, which would allow the Executive Branch sufficient flexi-bility to work within the laws
framework to handle new and emerging threats. These changes included in the legislation should improve
secu-rity while decreasing the cost of FISMA compliance across the gov-ernment. FEDERAL PROCUREMENT
Section 253 of the bill requires the DHS Secretary, in collabora-tion with other federal agencies and the private
sector, to develop, update, and implement a supply chain risk management strategy to ensure the security of
the communications and information tech-nology products and services purchased by the federal government.
It then directs the Federal Acquisition Regulatory Council ( FAR Council ) to use its existing authority over federal
government pro-curements to implement the strategy, in much the same way as ef-forts already under way at
the Department of Defense and DHS as part of Initiative 11 of the Comprehensive National Cybersecurity
Initiative ( CNCI ). Homeland Security Presidential Directive-23 explained the need for supply chain risk
management for government information technology procurements: Globalization of the commercial
information and commu-nications technology marketplace provides increased oppor-tunities for those intent
on harming the United States by penetrating the supply chain to gain unauthorized access to data, alter data,
or interrupt communications. Risks stem-ming from both the domestic and globalized supply chain must be
managed in a strategic and comprehensive way over the entire lifecycle of products, systems and services.
Managing this risk will require a greater awareness of the threats, vulnerabilities, and consequences associated
with acquisition decisions; the development and employment...
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